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ABSTRACT 

 This essay proposes a new approach to Internet privacy that focuses on 

making Internet transactions more contractible.  Rather than rely on command-

and-control regulation to identify and restrict particular practices, this approach 

alters the technology underlying the network in order to make the information 

associated with Internet transactions more observable and verifiable in terms of 

the source of the packets as well as the path taken to traverse the network.  The 

result is an approach to privacy that would be more consistent with the Internet 

philosophy in terms of its reliance on decentralized decisionmaking, flexibility in 

adapting to new developments, and scalability. 

INTRODUCTION 

 The advent of the Internet has led to increased concern over privacy, although the 

paradigmatic type of privacy concern has changed over time.  The initial statutes enacted by 

California and other U.S. states focused unauthorized disclosures of private information to third 

parties, requiring that those holding data inform end users of any such disclosures.  Federal 

statutes, such as the Family Educational Rights and Privacy Act of 1974 (FERPA) and the Health 

Insurance Portability and Accountability Act of 1996 (HIPAA), similarly restricted the 

disclosure of educational records and personal health information to third parties. 

 Rather than focusing on disclosures to third parties, other regulations placed limits on the 

ways that the party initially collecting data could use the data.  The leading example of this type 

of intervention is the European Union’s 1995 Data Protection Directive, which requires that data 

be collected only for limited purposes and limited times.  Both of these threads came together in 
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the Fair Information Practice Principles issued by the U.S. Federal Trade Commission, which 

required notice and choice with respect to both the uses to which the entity collecting the data 

would put the data as well as the identity of any potential recipients of the data. 

 The emergence of new applications and usage may well cause further shifts in the focus 

of privacy regulation.  Consider, for example, the growing importance of cloud computing.  

Because the computing power and storage needed to run an application now reside in a data 

center rather than the end-user’s machine, data that previously did not need to leave a physical 

device must now pass through a transmission network before sharing server space with other end 

users’ data.  In this environment, maintaining privacy may be a matter of ensuring the integrity 

of transmission networks in addition to preventing disclosures to third parties and the correlation 

of data with unrelated data sets.  The constantly changing nature of Internet-based applications 

thus means that any regime that attempts to identify potentially problematic behavior and 

regulate it directly will run the constant risk of being rendered incomplete or obsolete.   

 This essay proposes a new approach to Internet privacy that replaces the existing 

command-and-control regulation that identifies and restricts particular practices with one that 

focuses on making Internet transactions more contractible.  Basic principles of contractibility 

dictate that contracts are only effective with respect to matters that are both observable and 

verifiable.  The problem is that the Internet’s current architecture does not satisfy either criterion.  

End users can neither observe nor verify either the source of data or the precise path that a given 

transmission will take through the network.  Ongoing research projects sponsored by the 

National Science Foundation (NSF) are exploring ways to redesign the architecture to provide 

the primitives necessary to make privacy contractible.  If successful, these modifications would 

support a new approach to privacy based on contractibility rather than direct regulation.  The 
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result would be an approach to privacy that would be more consistent with the Internet 

philosophy than direct governmental restriction of specific practices in terms of its reliance on 

decentralized decisionmaking, flexibility in adapting to new developments, and scalability. 

 Part I analyzes the extent to which privacy is contractible under the Internet’s current 

architecture.  Part II examines ongoing initiatives to make Internet transactions more contractible 

by providing end users and other network actors the type of observable and verifiable 

information needed to support enforceable contracts.  Part III discusses potential concerns and 

limitations associated with these developments. 

I. CONTRACTIBILITY UNDER THE INTERNET’S CURRENT ARCHITECTURE 

 Contract theory has long recognized two prerequisites to contractibility.  First, the 

relevant information with respect to a given matter must be observable, in that both parties can 

perceive the relevant states of the world with respect to that matter (see, e.g., Holmstrom, 1979).  

Second, the relevant information must be verifiable, in that the parties can prove the fact to a 

court of law or some other third party (see, e.g., Hart & Moore, 1988).  A classic example of a 

matter that is observable, but not verifiable, is effort by an employee in the context of an 

employment contract.  Both the employer and the employee may be well aware of the 

employee’s level of effort or lack thereof, but may be unable to prove it to a court of law. 

 Under the Internet’s current architecture, the information needed to make Internet privacy 

contractible is neither observable nor verifiable.  Consider first information about the source of 

Internet transmissions.  One of the foundational principles on which the Internet is based is that 

every administrative domain connected the Internet exchange packets through a single, uniform 

spanning layer represented by the Internet Protocol (IP) in which each machine is identified by a 

unique address that is visible to every other machine connected to the network (Cerf & Kahn, 
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1974).  One problem is that the source address is included in the IP header is insecure and can be 

spoofed, making it impossible to verify the source of any communication under the network’s 

basic design.  Although additional features such as IP Security (IPSec) have subsequently been 

developed that can support source authentication, they are not mandatory and are not widely 

deployed in IP version 4 (IPv4).  Although the specification for IP version 6 (IPv6) makes IPSec 

mandatory (RFC 4294), not all IPSec implementations support IPSec. 

 Another core principle of the Internet is that routers operating in the network’s core 

operate on a store-and-forward basis with each router making its own independent decision about 

the path that any particular packet should take.  As a result, end users typically cannot specify the 

path that a particular packet should take through the network.
1
  Even if they were able to do so, 

the localized nature of information on the Internet makes path information difficult to observe 

and verify.  Any component network of the Internet can only observe the identity of the network 

residing immediately upstream and downstream of its location.  The store-and-forward nature of 

the Internet’s architecture provides no mechanism through which the end user can observe the 

path actually taken through the network.  Thus, even if an end user enters into a service level 

agreement (SLA) with its Internet service provider (ISP) specifying the paths that its traffic must 

traverse, it has no reliable way to determine whether the ISP actually honored the terms of the 

SLA with respect to a specific transaction.  Even if all of the relevant parties were able to 

observe the relevant information, the absence of any authoritative record of the path traversed by 

any particular packet makes this information difficult, if not impossible, to verify to a court of 

law. 

                                                 

1
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II. POTENTIAL SOLUTIONS EXPLORED IN THE NSF FUTURE INTERNET ARCHITECTURE 

PROJECT 

 The need to support better privacy and security in the Internet has led the NSF to launch 

its Future Internet Architecture (FIA) Project to explore new network designs that are more 

trustworthy in ways that surpass the constraints of today’s networks.  One new architecture 

known as NEBULA is designed to support the new demands placed on the network by cloud 

computing (Anderson et al., 2013).  The primary aspect of the NEBULA design that makes 

Internet transactions contractible is the NEBULA Data Plane (NDP), which is being adapted 

from a technology known as ICING (Seehra et al., 2009).  NDP in effect replaces IP with a new 

spanning layer that supports source and path authentication.  NDP reserves 42 bytes in its header 

for four elements with respect to each administrative domain contained in the path constructed 

by NVENT:  (1) the domain identifier, (2) a cryptographic proof that the domain has authorized 

being included in the path (called the proof of consent or PoC), (3) a cryptographic proof that the 

packet has actually followed that path (called the proof of provenance or PoP), and (4) the 

MPLS-style token associated with this path. 

 

Figure 1:  NDP Packet Format 

 These four elements are sufficient to permit all of the administrative domains to both 

express and enforce their policies about packet carriage.  When a packet arrives at an 
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administrative domain, that domain can check the PoC to verify that the packet was authorized 

by the policy.  As the packet traverses the domain, the domain attaches its PoP to verify to all 

other network participants that it actually traversed that domain.  The fact that both the PoC and 

PoP are cryptographically protected using public-key encryption allows every entity to 

authenticate the accuracy of the information contained therein.
2
   

 NDP interacts with a control plane known as the NEBULA Virtual and Extensible 

Networking Techniques (NVENT) to provide verifiable control over the source of every 

communication and the path taken by that communication as it traverses the network.  A 

communication begins when the sending network places a request for a path to NVENT.  

NVENT envisions that each administrative domain comprising the Internet will maintain a 

policy engine that exchanges information with other policy engines about the available services, 

resources, and paths.  The policy engine identifies paths to reach requested destinations in ways 

that comply with any preferred transit policies regarding entities constituting the path, 

bandwidth, latency, reliability, or other considerations.  The domains constituting the path or 

paths and the associated policies are then embodied in token in a manner similar to 

MultiProtocol Label Switching (MPLS).  Any noncompliant paths are considered rejected by 

default.  Once a path has been discovered, NVENT consults a consent engine maintained by each 

administrative domain to obtain the assured path, collecting cryptographic proofs of consent 

from the consent engines maintained by the other administrative domains comprising the path.  

The fact that the policy and consent engines are distributed across the administrative domains 

comprising the network facilitates this system’s flexibility and extensibility.  It also provides 

flexibility in the specific policies being implemented. 

                                                 

2
 An added feature of NDP is that the key for decrypting the PoC and PoP is the domain identifier, which 

obviates the need to manage keys or maintain certificate authorities. 
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 The four basic primitives contained in NDP are sufficient to determine that all 

communications traverse an assured path, prevent the entry of unauthorized communications, 

permit each administrative domain to exercise autonomous control, and enhancing privacy by 

ensuring that communications only traverse trusted providers.  In so doing, they provide a 

parsimonious set of information that provides the same functions as a wide range of more 

complex designs already appearing in the literature.  Preliminary experiments and prototypes 

indicate that the architecture is feasible.     

 The cryptographically protected proofs of consent permit each administrative domain to 

authenticate that the particular transaction has been authorized ex ante.  At the same time, the 

cryptographically protected proofs of provenance permit each administrative domain to 

authenticate ex post that the approved path was followed.   

 These innovations have a dramatic impact on contractibility.  By making the specific 

administrative domains traversed and the policies being applied visible, NEBULA renders the 

information needed to enforce privacy observable.  In addition, the application of cryptographic 

signatures as each packet crosses an administrative domain makes any agreements as to paths to 

be used and policies to be honored verifiable. 

 Other FIA projects are pursuing similar solutions, although these are not sufficient to 

make Internet transactions contractible.  For example, the eXpressive Internet Architecture 

(XIA) project has developed an architecture known as SCION (Scalability, Control, and Isolation 

on Next-Generation Networks) that incorporates similar principles (Zhang et al., 2011).  SCION 

envisions that the Internet be interconnected by a core set of trusted domains.  All other 

autonomous domains maintain an up-path to one of the trusted domains and use the trusted 

domain to advertise a set of down-paths through which they are prepared to receive traffic.  The 
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information about down-paths permits each autonomous domain to select the path through which 

it will reach the destination.  Once the route has been joined, the source domain embeds into 

each packet “opaque fields” which encode the path information.  This solution differs from 

NEBULA in that it does not require each domain to cryptographically sign each packet as it 

traverses the domain.  Instead, SCION relies on trust or some other mechanism outside of the 

information contained in each packet to authenticate the source and whether the domains actually 

honored the selected path.  These omissions cause this architecture to fall short of supporting 

observability and verifiability, in contrast with the NEBULA architecture, which offers complete 

support for contractibility. 

III. POTENTIAL CONCERNS 

 Like any architecture, NEBULA is not without its potential concerns.  As an initial 

matter, NDP requires the incurrence of significant overhead.  For example, the inclusion in the 

network layer of the additional information associated four elements described above in the 

network layer header makes packets roughly 20% larger.  Moreover, processing this information 

requires roughly 50% more logic area in the network routers (Naous et al., 2010).  Although the 

effect is to slow transmission speeds by 20% in the prototypes, these initial efforts are simply to 

provide proof of the concept.  As was the case with the Internet itself, additional improvements 

on operating efficiency are likely to be realized once the network is refined and deployed. 

 Any cryptographic system can potentially be hacked.  Proper implementation can reduce 

this possibility, but cannot eliminate it entirely. 

 Although NDP enhances observability and verifiability, a trusted entity may nonetheless 

evade its limitations by subcontracting responsibility for transmission to another, unapproved 

entity or using tunneling to allow the communication to use unapproved routes.  Moreover, 
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although the information contained in the NDP header is designed to verify path, it is less 

effective at revealing whether other policies were honored.  NDP thus may require additional 

enforcement mechanisms that fall outside its current design.  Because contracting entities may 

not be in privity with these other parties, full enforcement may require recognizing a property 

interest in private information that is good against the world. 

 Lastly, clean-slate redesigns of network architecture are notoriously difficult to 

implement.  The presence of a large installed base creates significant inertia behind the existing 

architecture.  Such inertia can be overcome if the new architecture provides sufficient value.  

Even so, such transitions are likely to pose significant multilayer coordination problems (see, 

e.g., Yoo, 2002, 2010).  The fact that NDP treats noncompliant paths as default rejections means 

that this system can be deployed incrementally, which will mitigate, but not completely solve, 

this problem. 

 The preliminary nature of the NEBULA project suggests that it is too soon to expect 

definitive answers to each of these issues.  All of these considerations are the subject of future 

research.   

CONCLUSION 

 The current approach to Internet privacy that seeks to identify and restrict particular 

practices is struggling to keep pace with the pace of technological and economic change.  The 

increasing diversity of new technologies and applications and the accelerating rate of innovation 

suggest that direct regulation will continue to lag behind the current environment and will 

struggle to scale as use cases continue to proliferate. 

 This paper proposes a new approach to governing Internet privacy that focuses instead on 

supporting more contract-oriented governance by making Internet transactions more contractible.  
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Rather than envisioning any particular type of contractual relationship, this approach tweaks the 

unclearing technology to provide sufficient primitives to permit individual actors to construct a 

wide range of interconnection relationships.  The resulting ability to authenticate the source of 

packets as well as the path they used to traverse the network should greatly enhance Internet 

privacy.  The details of the specific implementation are less important than the need to refocus 

the privacy debate away from command-and-control regulation in favor of a more flexible, 

decentralized, and evolvable regime that is more consistent with the Internet philosophy and 

relies primarily on private ordering. 
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