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1.  INTRODUCTION 

On April 27 2011 Sony disclosed that in 2009 hackers had stolen the personal information 

of 77 million users of their PlayStation Network. Measured by the number of users who lost 

personal information this was the largest security breach in history.  Although it is unclear if the 

data has been used to steal the identity of any of Sony’s customers the cost to PlayStation users 

could be very high.  The average cost to consumer of correcting identify theft is estimated to be 

$5,720. Moreover, the PlayStation users were not alone. Between 2005 and 2009 there were 341 

million personal records involved in security breaches (Privacy Rights Clearinghouse). If even a 

tiny fraction result in identity theft the personal costs are enormous.  

Almost immediately of the Sony breach was disclosed several proposed class actions 

lawsuits were filed alleging that Sony had been negligent in protecting its customers’ privacy.
1
 

Most of these claims were dismissed in short order. Typical is District Court Judge Anthony 

Battaglia whose ruling stated that “none of [the] plaintiffs' current allegations assert willful, 

intentional, or reckless conduct on behalf of Sony.”  The dismissal is indicative of current law 

which makes it almost impossible to bring a privacy tort for involuntary disclosure of private 

information by a third party.  Although there extensive criminal penalties for identity theft 

individuals cannot sue the firm that controlled the data prior to the breach unless they can 

demonstrate negligence by the firm in its protection of their personal information. Moreover 

negligence bar plaintiffs must currently clear is quite high. The courts have been largely unwilling 

to impose more than minimal data security requirements on firms holding personal information.  

This has led several commentators to propose, or rather revive, the idea of a privacy tort (see 

Gerard, Hillison and Pacini (2004)).  The privacy tort aimed at third parties has a long intellectual 

                       
1 For example the Toronto law firm McPhadden Samac Tuovi filed a proposed breach of privacy class action asking for 1 billion in 

damages. In addition several US suits alleging “negligence in data security" were also filed. 
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history. It was first proposed in a Harvard Law Review article in 1890. The author, future Justice 

Brandeis, proposed a privacy tort which protected people from disclosure of information they do 

not want disclosed. Brandeis argued that the law did not provide enough protection for individuals 

who do not want their information revealed to others beyond the party with which they had 

consented to share data.  Anticipating modern law and economics, Brandeis argued that absent this 

tort there would be an under provision of privacy.  The more recent argument builds on Spence’s 

(197X) model of product liability.
2
 If consumers underestimate the value of protecting their data 

the market will under provide privacy protection absent a tort. If consumer punish firms that breach 

their privacy then the tort, according to Spence, is irrelevant. 

In this paper we provide evidence on the impact of the revelation of privacy breaches on 

firms’ market values. Specifically, we examine the impact on share prices of 70 privacy breaches 

between 2004 and 2011.  We find that privacy breaches are associated with large losses although 

the impact is very imprecise. In particular, we find that an average breach is associated with a .1% 

decline in market value. For the typical firm in our sample this translates into a loss of $7,378,000 

per breach.  That number masks considerable variation in the losses with the largest loss 

approaching nearly a billion dollars (Bank of America in 2005) and 33 of the cases having no 

detectable losses.  

In section 2, we examine the current legal environment governing privacy torts.  Section 3 

provides a discussion of event studies and the method for estimating the wealth effects of privacy 

breaches.  Section 4 describes the data we use in this study as well as our study design.  Section 5 

provides our results as well as a series of robustness checks, and we conclude in section 6.   

                       
2 Peltzman and Jerrell (1985) first estimated what they called the market penalty for product recalls. Peltzman argued that firms 

which produced defective produces would pay a reputation price greater than the actual cost of the recall. This suggests consumers 

are aware of the safety of their products although it remains possible that they underestimate the value of safety. 
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2. Current Privacy Torts 

The idea of a privacy tort originates with Warren and Brandeis (1890) who posited a privacy tort to 

permit individuals to determine what facts they want public or private.  The law did not evolve in 

the way they proposed. In fact it is very difficult to sue for an unintentional breach of privacy when 

the breach was caused by the actions of a third party. Thus the law also allows for civil actions 

against party that inappropriately uses the information but the law is less clear on disclosure that 

results in harm by another party (i.e. identity theft).  The current law, which sets the threshold for 

negligent protection of personal information quite high, clearly envisions an earlier era when 

intrusions were temporary and the consequences of loss of control over personal data were smaller. 

There are already extensive protections of privacy within tort law. Privacy tort law protects 

against emotional, reputational and proprietary injuries and public disclosure of private facts. It 

protects against intrusion on private space, false depictions of an individual the using an 

individual’s image for commercial purposes. The limitation is that privacy torts do not extend to 

3rd party vendor for theft of personal information. Nonetheless there are several federal laws on 

identity theft none of which provide a private right of action against a 3rd party. 

2.2 Identity Theft & Corporate Liability 

Federal law recent years has increased the penalty for inappropriate use of personal 

information while simultaneously providing roadblocks to private causes of action against firms 

that lose personal information to a third party. For example, the federal Identity Theft and 

Assumption Deterrence Act (ITADA) of 1998 provides criminal penalties for violation of personal 

privacy for purpose of stealing another person’s identity. However in Garay v. US Bancorp the 

courts made it clear no private right of action against 3rd parties under ITADA. The 199X 

Fraudulent Access to Financial Information Act requires banks and other financial service 
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providers to protect consumer information. Failures to do so result in up to 5 years in prison and up 

to $500,000 in fines. Again, however, the courts have found no right of private action against 3rd 

party.  Further no private right of action against 3rd party is possible under Health Insurance 

Portability and Accountability Act (HIPAA), Computer Fraud and Abuse Act (CFAA), Fair Credit 

Reporting Act (FCRA) and the Fair and Accurate Credit Transactions Act. Moreover federal law 

has been found to preempt state laws which allowed a private right of action when the state and 

federal law are in conflict. In short there is very little recourse in federal law for third party privacy 

suit.  

 There are state laws that do allow for private right of action and several provisions are 

broad enough that they are not preempted by federal law. Minnesota, Nevada, Washington and 

California all have statutes explicitly providing for a civil cause of action against 3
rd

 party vendors 

in the event of privacy breach.  For example California’s Security Breach Information Act (SBIA) 

allows for private civil sanctions against a 3rd party who negligently fails to protect personal 

information. To our knowledge there has not been legal test of whether the SBIA is preempted by 

federal law. 

 There are also several instances of private actions under common law although no court has 

yet awarded damages for a release of information resulting in identity theft.  The one exception is 

when employer authorized disclosure that resulted in identity theft. For example, in Bodah v. 

Lakeville Motor Express Inc. the defendant faxed documents containing Social Security Numbers 

to the wrong fax number resulting in identity theft. In Ligand Pharmaceuticals the defendant kept 

employment records in an unlocked storage unit.  In both cases the court ruled that failure to 
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protect personal information was so gross that it was negligent. These cases are however the 

exception and not the rule.
3
  

Having established that the threat of liability for loss of personal information is minimal we 

now turn to the normative question of whether the scope of privacy torts should be expanded. The 

Spence model of product liability (197x) argues that product liability law is required only if 

consumers underestimate the risk of unsafe products. Absent this underestimate consumers will 

extract a price penalty from producers who make less safe products. Although we cannot determine 

whether tort law is needed in order to deter privacy breaches, we are able to estimate the market 

response to a privacy breach in an environment in which there is almost no legal sanction.  To the 

extent the firms are punished the decline in stock price measures not expected lawsuits but 

reputational penalties and the cost associated with rebuilding customer trust. 

3. EVENT STUDIES 

To estimate the loss in market capitalization that results from the revelation of a privacy 

breach we examine 70 discrete privacy breaches. For each of these breaches we determine the 

earliest date on which the markets knew that the firm had suffered a breach. We then estimate the 

daily abnormal return on the day the breach was revealed to the market. A daily abnormal return is 

the extra return to holding a company’s stock for a given day above or below the return that would 

have been expected given the performance of the market in general on that day.  

A large positive abnormal return on a given day means that the value of a company’s stock 

rose more (or fell less) than one would have predicted based on the historical relationship between 

the stock’s return and the market return. Obviously, the opposite conclusion holds for large 

                       
3 There have been several successful business to business litigations alleging contract violations resulting from privacy breaches. For 

example, in 2005 CardSystems Solutions, a credit card processing company, suffered a large security breach. Merrick Bank brought 

suit not against CardSystem but against Savvis, CardSystem’s security firm alleging that Savvis was negligent in its certification of 

CardSystem’s security measures. The suit alleged $16 million in damages mostly resulting from losses the bank incurred due to 

customers loss of personal information. 
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negative abnormal returns. A large negative abnormal return occurs on the day of, or after, the 

accouchement of a breach is thus evidence that a firm’s stock price decreased as a result of that 

announcement.
4
 Because abnormal returns are inherently unobservable, the best a researcher can do 

is estimate them, typically using an event study. For this reason Bhagat and Romano (200x) refer to 

event studies as the most successful uses of econometrics in policy analysis.  

3.1 The Basics of Event-Study Methodology 

At root, an event study involves estimating a regression of stock returns on market 

characteristics and event-date dummy variables.
5
 A simple but typical specification can be written 

as  

0 1
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where rt is the daily return of the security, rMt is some measure of the market return for that date, 

and Dit are dummy variables indicating whether (Dit=1) or not (Dit=0) event i occurred on day t. 

One can also add additional covariates to control for other influences, such as industry returns. 

 Under typical assumptions, the expected return of the firm’s security on any non-event date 

t, given that the market return for that date is rMt, is  

Ert = β0 + β1rMt. 

This discussion shows that εt is the true abnormal return on a non-event date, t , since 

εt = rt – Ert. 

                       
4 Of course, correlation is not causation. But in the absence of some other explanation for a substantial abnormal return, courts have 

accepted event-study results as evidence of materiality and causation. We take this element of existing practice as given, since firms 

facing litigation have a strong incentive to present evidence of any alternative explanations for sizable abnormal returns on event 

dates. 
5 For a standard treatment of this approach, see John Y. Campbell, Andrew W. Lo, and A. Craig MacKinlay, The Econometrics of 

Financial Markets, Ch. 4 (1996).  This reduced form regression approach differs only in presentation from that laid out in Bhagat 

and Romano, supra note __.  The two approaches are analytically equivalent. For a more extended general discussion of the intuition 

behind event studies in the shareholder class action context, see Frederick C. Dunbar and Arun Sen, Counterfactual Keys to 

Causation and Damages in Shareholder Class Action Lawsuits, 2009 Wis. L. Rev. 1999 (2009).  For an even more detailed 

description of an application of the event study methodology, see Jonathan Klick and Robert H. Sitkoff, Agency Costs, Charitable 

Trusts, and Corporate Control: Evidence from Hershey’s Kiss-Off, 108 Colum. L. R. 749,  796 (2008). 
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The coefficients on the event dummies, γ1, …, γk, equal the impact of the event on the 

firm’s daily stock return. For example, given that daily returns are measured in percentage terms, a 

value of γ1 equal to 2 would mean that event 1 increased the firm’s stock value by 2 percent on the 

day it occurred. Similarly, a value of γ2 equal to -5 would mean that event 2 reduced the firm’s 

stock value by 5 percent on the day event 2 occurred.  

In a standard event study, the expected return that would prevail in the absence of an event 

date can be estimated by replacing the β coefficients with estimates, typically based on ordinary 

least squares (OLS) estimation of the market model. The γ coefficients are usually estimated via 

OLS in a model that includes data for both event-dates and non-event dates, together with the 

dummy variables indicating whether a day was an event date. As we discuss in related work, the 

resulting estimates of the γ coefficients combine both the effects of whatever event occurred on 

date t and the abnormal return, εt, that would have occurred on that date even in the absence of an 

event.
6
 The expected value of εt is zero given the presence of the intercept β0. Thus, in a 

sufficiently large sample, the distribution of each estimated γ coefficient is centered on the true 

event effect γ.  

Intuitively, the regression model effectively nets out the expected return on an event date, 

given the performance of the market as a whole. The estimated coefficient on the event dummy 

then represents the best estimate of the event effect for a counterfactual day on which the abnormal 

return εt were zero.
7
  

4.  Empirical Design and Data 

                       
6 See Jonah B. Gelbach, Eric Helland, and Jonathan Klick, “Valid Inference in Single Firm Event Studies,” American Law and 

Economics Review (2012), forthcoming 
7 We have emphasized the case in which each event occurs on exactly one date. This case is arguably the most relevant one for 

fraud-on-the-market actions brought under rule 10b-5, since most observers believe information concerning firm announcements is 

incorporated into stock values nearly immediately. However, event-study methodology also applies to cases in which a given event 

occurs over a period of multiple dates. In this case, a given event-date dummy will equal 1 for multiple dates, rather than for only a 

single date. In such cases, estimated coefficients on event dummies then equal the average abnormal return during the event, after 

accounting for any in-sample correlation between market returns and event-date status. 
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Our primary source for securities class actions is Privacy Right Clearing House which 

collects information on privacy breaches and the nature of those breaches from a variety of public 

sources. We the search the business press in Lexus/Nexis to determine the earliest date in which the 

breach is mentioned. The complete set of 92 cases is shown in Appendix Table A. For reasons of 

data availability we are able to match 70 of these cases.  

We then match the data to the Center for Research on Securities Prices (CRSP) daily stock 

file which contains information on stocks traded on the NYSE, AMEX and NASDAQ exchanges. 

For our market index control, we use CRSP’s value weighted index which captures the daily 

returns from these markets, including dividends, weighting the contribution of each security in the 

total index according to its market capitalization. To estimate the model we use 2 days of returns 

data for the company in question 30 days prior to the breach becomes public. Thus D is the day or 

days around the revelation of the breach. 

5. RESULTS 

 In Figure 1 we present the impact of share price of one of the largest privacy breaches up 

until that time. In 2005 Bank of America revealed that it lost computer tapes containing the 

personal information of 1.2 million customers. This resulted in an immediate one day drop of about 

2% of the share price.  In Figure 2 we graph Pfizer’s 2007 revelation that it had lost the personal 

information of thousands of employees.  In this case the decline in share price takes place prior to 

our revelation date suggesting that perhaps the information had leaked out to the market prior to its 

appearance in the business press. Figure 3 presents a third example, Time Warner 2005 release of 

employee information.  In this case we find ambiguous evidence of revelation effect. The stock 

price declines prior to the revelation date and rebound shortly after.  
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In Table 1 we present our abnormal returns estimates for each of our 70 events. The average 

breach is associated with a .1% decline in market value. For the typical firm in our sample this 

translates into a loss in market capitalization of $7,378,000 per breach.  For 33 of the events we 

find an increase in returns during the event window; a finding we interpret as the breach having no 

measured effect on return. 

 In Table 2 we break the abnormal returns down by way in which the data was inadvertently 

disclosed.  We break causes of disclosure into seven categories. The first, unintended disclosure, 

involves the release of sensitive information which was posted publicly on a website, mishandled 

or sent to the wrong party via email, fax or mail. Our second category, hacking or malware, covers 

electronic entry by an outside party. Payment card fraud involves stealing debit and credit card 

information that is not accomplished via hacking. Typically this is done using skimming devices at 

point-of-service terminals. Insider breaches covers theft by an employee or contractor. Physical 

loss covers inadvertent discarding or theft of non-electronic records, such as paper documents 

while portable device breaches involve the lost of a laptop, PDA, smartphone, portable memory 

device, CD, hard drive, data tape, etc.  Finally stationary device breaches are data losses due to a 

discarded or stolen stationary electronic device such as a computer or server not designed for 

mobility. Interestingly the largest abnormal returns are losses due to hacking or unintended 

disclosure.  This suggests that firms with potentially lax computer security take a far larger hit to 

their reputations that firms that lose equipment.  The market capitalization losses have a somewhat 

different ranking. Firms that lose credit card information have the largest losses in terms of overall 

firm value. 

 Figure 4 and 5 suggest graph the relationship between the size of the breach and abnormal 

returns and market capitalization losses.  There appears to be little relationship between the size of 
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the breach and the reputational penalty. If we are willing to assume that size of the breach is a 

reasonable proxy for the cost to the firm of dealing with correcting the lapses that led to the breach 

then one interpretation of this is that the breach contains information on the firm’s ability to protect 

consumer information that is independent of any costs to the firm.  This is consistent with the 

notion that there is a market penalty associated with losses of consumer and employee data. 

  In Figure 6 and 7 we examine the impact of these reputational penalties by state. The idea is 

that several states have passed private rights of actions for privacy breaches. We find that losses in 

market capitalization are largest in North Carolina (the BOA case) and Pennsylvania while the 

losses in returns are largest in Maryland and New Jersey. None of these states have passed 

particularly stringent privacy states nor do any have a statutory private right of action in the case of 

third party privacy breaches. California, which has the most stringent private right of action for 

privacy torts does not appear to be a particular outlier.  This provides further evidence that our 

abnormal returns are measuring reputational costs more than the threat of future legal action. 

6. CONCLUSION 

[TBA] 
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Figure 1 Bank of America 2005 

 
Share price equals 1 25 days before the breach is made public. In the BOA case computer tapes 

with credit card information, Social Security numbers, addresses and account numbers for 

1,200,000 customers were lost.  
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Figure 2 Pfizer 2007 

 
A security breach caused employees' names, Social Security numbers, addresses, dates of birth, phone 
numbers, bank account numbers, credit card information, signatures and other personal information to be 
disclosed. 
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Figure 3 Time Warner Inc. 2005 

 
Backup tapes containing the personal information of current and former employees from as far back as 
1986 was lost or stolen during shipping.  
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Figure 4: Impact of total records disclosed on loss of market capitalization ($1000) 

 
 
Figure 5: Impact of total records disclosed on abnormal return 
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Figure 6: Losses in Market Capitalization by State 

 
 
Figure 7: Abnormal Returns by State 
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Table 1 Estimated Impact for Each Breach 

Company 
Abnormal 
Returns 

SE Abnormal 
Returns 

Market Capitalization 
(1000) 

Shareholder losses 
(1000) 

A D C TELECOMMUNICATIONS 
INC 0.000532 0.006902 1,981,517.00 1,053.57 
A T & T INC 0.00353 0.003404 121,000,000.00 427,166.30 
ADVANCE AUTO PARTS INC -0.00083 0.006748 3,303,251.00 -2,729.15 
AETNA INC NEW -0.00016 0.015379 11,900,000.00 -1,900.43 
AMERICAN INTERNATIONAL 
GROUP INC -8.9E-05 0.002566 155,000,000.00 -13,779.50 
BISYS GROUP INC -0.01141 0.006679 1,643,646.00 -18,747.76 
BANK OF AMERICA CORP 0.003241 0.0023 187,000,000.00 605,992.20 
BANK OF AMERICA CORP -0.00535 0.0025 186,000,000.00 -994,170.00 
BANK OF NEW YORK MELLON 
CORP -0.0186 0.00622 48,700,000.00 -905,683.64 
BLACKBAUD INC 0.007026 0.007877 666,126.60 4,679.87 
BOEING CO -0.00163 0.005347 71,200,000.00 -115,714.24 
BRISTOL MYERS SQUIBB CO 0.001556 0.005884 43,400,000.00 67,543.42 
CITIGROUP INC 0.000372 0.002499 248,000,000.00 92,280.80 
CITIGROUP INC -0.00015 0.010574 97,100,000.00 -14,875.72 
CITIGROUP INC -0.0012 0.00543 110,000,000.00 -131,945.00 
COMMERCE BANCORP INC NJ -0.00325 0.004979 4,528,850.00 -14,737.78 
DIGITAL RIVER INC -0.00801 0.005905 1,034,927.00 -8,286.56 
EXPRESS SCRIPTS INC 0.005711 0.006256 15,000,000.00 85,671.00 
FIDELITY NATIONAL INFO SVCS 
INC 0.001814 0.004663 10,600,000.00 19,225.22 
FISERV INC 0.000776 0.009705 5,862,620.00 4,548.22 
FORD MOTOR CO DEL -0.0039 0.005934 14,300,000.00 -55,757.13 
GAP INC 0.000531 0.005738 14,800,000.00 7,858.80 
GENERAL ELECTRIC CO 0.001651 0.002213 362,000,000.00 597,517.20 
HARLEY DAVIDSON INC -0.00544 0.007385 9,272,582.00 -50,466.03 
HARTFORD FINANCIAL SVCS 
GRP INC 0.005157 0.004397 30,100,000.00 155,234.73 
HEALTH NET INC 0.019437 0.011808 2,032,739.00 39,510.35 
HEALTH NET INC -0.00112 0.005442 2,794,341.00 -3,130.78 
HEARTLAND PAYMENT 
SYSTEMS INC -0.08523 0.020842 481,903.40 -41,073.35 
HONEYWELL INTERNATIONAL 
INC 0.012534 0.004623 32,400,000.00 406,114.56 
JPMORGAN CHASE & CO -0.00165 0.002339 180,000,000.00 -297,360.00 
LINCOLN NATIONAL CORP IN 0.003555 0.009575 8,243,131.00 29,301.03 
LINCOLN NATIONAL CORP IN -0.01403 0.004158 6,093,818.00 -85,476.77 
LUXOTTICA GROUP S P A 0.007633 0.010525 937,111.40 7,152.69 
MARSH & MCLENNAN COS INC 0.002024 0.004422 14,200,000.00 28,739.38 
MARSH & MCLENNAN COS INC -0.00215 0.003164 12,400,000.00 -26,689.76 
MARRIOTT INTERNATIONAL 
INC NEW 0.001401 0.00551 14,000,000.00 19,607.00 
MERRILL LYNCH & CO INC 0.006115 0.003342 64,400,000.00 393,799.56 
MONEYGRAM INTERNATIONAL 
INC -0.00339 0.007093 2,480,676.00 -8,412.22 
NELNET INC -0.00619 0.004323 1,554,495.00 -9,617.66 
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NEW YORK TIMES CO 0.000869 0.005069 4,076,683.00 3,541.01 
OFFICEMAX INC NEW -0.00024 0.006386 1,981,664.00 -476.79 
P N C FINANCIAL SERVICES GRP 
INC 0.005275 0.002618 15,000,000.00 79,128.00 
PFIZER INC -0.00348 0.00477 185,000,000.00 -643,226.50 
PFIZER INC -0.00105 0.002751 171,000,000.00 -180,234.00 
T ROWE PRICE GROUP INC -0.01097 0.006339 13,800,000.00 -151,384.62 
PRUDENTIAL FINANCIAL INC -0.00088 0.003803 42,700,000.00 -37,665.67 
REED ELSEVIER N V -0.00385 0.003529 375,926.90 -1,448.78 
REED ELSEVIER N V -0.00234 0.008632 309,715.80 -725.54 
ROYAL BANK SCOTLAND 
GROUP PLC 0.01372 0.032413 197,759.60 2,713.22 
S A I C INC 0.001062 0.005235 2,054,078.00 2,181.43 
S A I C INC -0.0014 0.003167 4,134,159.00 -5,789.89 
SONY CORP -0.01056 0.005989 2,796,519.00 -29,526.21 
STARBUCKS CORP -0.00257 0.005645 28,200,000.00 -72,454.26 
STARBUCKS CORP 0.00269 0.008619 6,006,775.00 16,159.43 
STATE STREET CORP 0.002855 0.00809 27,900,000.00 79,648.92 
AMERITRADE HOLDING CORP 
NEW 0.000422 0.007605 4,352,043.00 1,836.56 
T D AMERITRADE HOLDING 
CORP 0.002052 0.007183 10,700,000.00 21,959.61 
T J X COMPANIES INC NEW -6E-05 0.005614 13,600,000.00 -811.92 
TENET HEALTHCARE CORP -0.00652 0.015559 1,995,167.00 -13,008.29 
TIME WARNER INC NEW -0.00315 0.003713 76,500,000.00 -241,105.05 
UNION PACIFIC CORP 0.003211 0.004685 23,700,000.00 76,093.59 
WACHOVIA CORP 2ND NEW 0.000932 0.002821 80,800,000.00 75,265.20 
WAL MART STORES INC 0.002042 0.003413 180,000,000.00 367,524.00 
WEB COM GROUP INC -0.01572 0.018804 164,174.80 -2,580.76 
WELLCARE HEALTH PLANS INC 0.004231 0.034409 1,685,280.00 7,130.08 
WELLPOINT INC 0.001961 0.003774 47,600,000.00 93,338.84 
WELLPOINT INC -0.00044 0.004097 48,100,000.00 -20,995.65 
WELLPOINT INC 0.001591 0.004506 25,000,000.00 39,770.00 
WELLPOINT INC -0.0065 0.006309 22,700,000.00 -147,590.86 
WESTERN UNION CO -0.00143 0.005962 15,900,000.00 -22,698.84 

 

Table 2: Estimated Impact by Type of Breach 

Type 
Abnormal 

Return 
mean loss 

(1000) 

Payment Card Fraud -0.0023426 -725.5253 

Unintended Disclosure -0.0060397 -223121.3 

Hacking or malware -0.0115291 -22820.43 

Insider -0.0031128 -49485.65 

Portable device -0.0046989 -212443.6 

Stationary device -0.004986 -73605.09 
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Appendix Table A: Privacy Breaches Data 

Name 
Date Made 

Public 
Total 

Records 
Narrative 

Circuit City and Chase Card 
Services, a division of JP 
Morgan Chase & Co. 7-Sep-06 2,600,000 

Chase Card Services mistakenly discarded 5 computer 
data tapes in July containing Circuit City cardholders' 
personal information. 

Polo Ralph Lauren, HSBC 15-Apr-05 180,000 Credit card data was stolen. Individuals holding the 
HSBC-issued General Motors MasterCard were told 
their cards should be replaced.  

GE Money , Iron Mountain 17-Jan-08 150,000 

Personal information on customers of J.C. Penney and 
up to 100 other retailers could be compromised after a 
computer tape went missing.  

Morgan Stanley Smith 
Barney 7-Jul-11 34,000 

Two CD-ROMs were lost after being mailed from 
Morgan Stanley to the New York State Department of 
Taxation and Finance.  

Agilent Technologies 22-Mar-08 51,000 

A laptop containing sensitive and unencrypted personal 
data on current and former employees of Agilent 
Technologies was stolen from the car of an Agilent 
vendor.  

AMR Corporation 2-Jul-10 79,000 

Retirees, current, and former employees who 
participated in AMR's pension plan may have had their 
names, Social Security numbers, addresses, dates of 
birth, and other personal information stolen by the 
theft of a hard drive containing microfilm files. 

AMR Corporation 4-Jul-10 79,000 

American Airlines parent company said Friday the 
personal information of about 79,000 retirees, former 
and current employees has been compromised after a 
hard drive was stolen from its Fort Worth 
headquarters.  

Advance Auto Parts 31-Mar-08 56,000 

The retailer reported that a network intrusion had 
exposed financial information and was the subject of a 
criminal investigation.  

ADC Telecommunications 
Inc., Flex Compensation 23-Feb-07 63,400 

A laptop was stolen from ADC's benefits administrator. 
Current and former employee names, Social Security 
numbers, bank account numbers, dates of birth, 
addresses and other private information were on the 
laptop.  

Aetna 28-May-09 65,000 

Aetna has contacted 65,000 current and former 
employees whose Social Security numbers may have 
been compromised in a Web site data breach.  

American International 
Group (AIG), Indiana Office 
of Medical Excess, LLC 14-Jun-06 930,000 

The computer server was stolen on March 31 
containing personal information including names, Social 
Security numbers, birth dates, and some medical and 
disability information.  

Ameriprise Financial Inc. 25-Dec-05 262,000 

A laptop was stolen from an employee's car on 
Christmas eve. It contained customers' names and 
Social Security numbers and in some cases, Ameriprise 
account information.  
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TD Ameritrade 20-Apr-05 200,000 

A backup tape was lost, stolen, or accidentally 
destroyed while being shipped. The tape contained 
account information from clients or former clients 
between the years of 2001 and 2003. 

TD Ameritrade Holding 
Corp. 14-Sep-07 6,300,000 

One of TD Ameritrade's databases was hacked and 
contact information for its more than 6.3 million 
customers was stolen.  

McKesson Specialty, 
AstraZeneca 9-Sep-07 68,779 

McKesson Health-care services company, is alerting 
thousands of its patients that their personal 
information is at risk after two of its computers were 
stolen from an office. 

Boeing 19-Nov-05 161,000 

A laptop containing names, Social Security numbers, 
bank account information and other human resources 
data was stolen.  

Boeing 13-Dec-06 382,000 

In early December, a laptop was stolen from an 
employee's car. Files contained names, salary 
information, SSNs, home addresses, phone numbers 
and dates of birth of current and former employees.  

Bank of America Corp. 25-Feb-05 1,200,000 

Computer tapes with credit card information, Social 
Security numbers, addresses and account numbers 
were lost.  

Bank of America 29-Jun-05 18,000 

A laptop containing the names, Social Security 
numbers, and addresses of customers was stolen from 
a consultant's car. 

Countrywide Financial Corp. 2-Aug-08 17,000,000 

The FBI on Friday arrested a former Countrywide 
Financial Corp. employee and another man in an 
alleged scheme to steal and sell sensitive personal 
information, including Social Security numbers.  

Wachovia, Bank of America, 
PNC Financial Services 
Group and Commerce 
Bancorp 28-Apr-05 676,000 

Bank employees illegally sold account information to 
someone posing as a collection agency.  

Bank of New York Mellon 26-Mar-08 12,500,000 

The company lost a box of computer data tapes storing 
personal information including names, Social Security 
numbers and possibly bank account numbers.  

Blackbaud Inc. 17-Jun-09 84,000 

A computer that was stolen from a car in Charleston, 
SC, last year contained personal financial information 
on 84,000 University of North Dakota donors.  

Bristol-Myers Squibb 17-Jul-08 42,000 

A backup computer-data tape containing employees' 
personal information, including Social Security 
numbers, was stolen recently. The backup data tape 
was stolen while being transported from a storage 
facility.  

Bisys Group Inc. 5-Jul-06 61,000 

Personal details about 61,000 hedge fund investors 
were lost when an employee's truck carrying backup 
tapes was stolen. The data included SSNs of 35,000 
individuals.  

Citigroup, UPS 6-Jun-05 3,900,000 

Customers are being notified that backup tapes 
containing their account information were lost or 
stolen while being shipped by UPS. 
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Citigroup 24-Feb-10 600,000 

About 600,000 Citigroup customers got a shock earlier 
this month when they received their annual tax 
documents with their Social Security numbers printed 
on the outside of the envelope.  

Citibank 9-Jun-11 360,000 

Hackers have managed to access the information of 
approximately 1% of Citibank's 21 million users. U.S. 
Customer names, account numbers, and contact 
information were exposed.  

Cord Blood Registry 3-Mar-11 300,000 

Backup tapes were stolen from an employee's car in 
San Francisco on December 13, 2010. Names and Social 
Security, driver's license and credit card numbers were 
on the tapes. The tapes were not encrypted.  

Wachovia, Bank of America, 
PNC Financial Services 
Group and Commerce 
Bancorp 28-Apr-05 676,000 

Bank employees illegally sold account information to 
someone posing as a collection agency.  

Digital River Inc. 4-Jun-10 200,000 

A massive data theft from the e-commerce company 
Digital River Inc. has led investigators to hackers in India 
and a 19-year-old in New York who allegedly tried to 
sell the information to a Colorado marketing firm for 
half a million dollars. The Eden Prair 

DSW Shoe Warehouse, 
Retail Ventures 8-Mar-05 1,400,000 

Credit card information from customers in 25 states 
was compromised. UPDATE (04/19/2005): An 
additional  
  
 1,300,000 customers were added to the initial estimate 
of 100,000.UPDATEÂ (08/23/2012): DSW was locked in 
a dispute with  

LexisNexis 10-Mar-05 310,000 

Unauthorized individuals used IDs and passwords of 
legitimate  
customers to obtain consumers' Social Security 
numbers, driver's license 
 numbers, and names and addresses.  
 
 
 
 
 Most of the breaches were at the company's subsidiary  
Seisint Inc., based 

LexisNexis, Investigative 
Professionals 1-May-09 40,000 

Companies Lexis Nexis and Investigative  
 Professionals have notified up to 40,000 individuals 
whose sensitive  
 and personally identifiable information may have been 
viewed  
 by individuals who did not have legitimate access. T 

Express Scripts 6-Nov-08 700,000 

Express Scripts has received a  
 letter demanding money from the company under the 
threat of exposing  
 records of millions of patients. The letter, included 
personal information  
 on 75 people covered by Express Scripts,  
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Ford Motor Co. 22-Dec-05 70,000 

A computer containing names and  
 Social Security numbers of current and former 
employees was stolen. 

Fidelity National 
Information 
Services/Certegy Check 
Services Inc. 3-Jul-07 8,500,000 

A worker at one of the company's subsidiaries (Certegy 
Check Services, Inc.) stole customer records containing 
credit card, bank account and other personal 
information.  

CheckFree Corp. 6-Jan-09 5,000,000 

CheckFree Corp. and some of the banks that use its 
electronic bill payment service say that criminals took 
control of several of the company's Internet domains 
and redirected customer traffic to a malicious Web site  

General Electric (GE) 25-Sep-06 50,000 

An employee's laptop computer holding the names and 
Social Security numbers of approximately 50,000 
current and former GE employees was stolen from a 
locked hotel room while he was traveling for business. 

Global Payments Inc. 30-Mar-12 7,000,000 

Global Payments discovered a massive breach of their 
systems in early March 2012. Â Global Payments 
processes credit and debit cards for banks and 
merchants and a number of credit and debit cards 
issued to businesses were determined to be 
compromised.  

Gap Inc. 28-Sep-07 800,000 

A laptop containing the personal information of certain 
job applicants was recently stolen from the offices of an 
experienced third-party vendor that manages job 
applicant data for Gap Inc.  

Hartford Financial Services 
Group 30-Oct-07 230,000 

Three backup tapes that contained personal 
information of 230,000 customers, including 9,200 
Ohioans, mainly of the company's property lines, were 
misplaced. 

Health Net 18-Nov-09 1,500,000 

The personal information for almost half a million 
Connecticut residents could be at risk after a portable 
disk drive disappeared from Health Net in May of 2009.  

Health Net Inc., 
International Business 
Machines (IBM) 15-Mar-11 1,900,000 

Nine disc drives that contained sensitive health 
information went missing from Health Net's data center 
in Rancho Cordova, California. The drives contained the 
personal information of 1.9 million current and former 
policyholders, compromising their name 

Harley-Davidson, Inc. (HOG) 4-Apr-08 60,000 

A laptop computer containing certain HOG members' 
personal information was determined to be missing 
from their facilities. The personal information stored on 
the computer included names, addresses, credit card 
number 

Honeywell International 31-Jan-06 19,000 

Personal information of current and former employees 
including Social Security numbers and bank account 
information was posted on an Internet Web site.  

Heartland Payment Systems 20-Jan-09 
130,000,00

0 

After being alerted by Visa and MasterCard of 
suspicious activity surrounding processed card 
transactions, the company last week found evidence of 
malicious software that compromised card data that 
crossed Heartland's network. This incident may be the 
res 
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Humana 3-Jun-06 17,000 

Personal information of Humana customers enrolled in 
the company's Medicare prescription drug plans could 
have been compromised when an insurance company 
employee called up the data through a hotel computer 
and then  

JP Morgan 1-May-07 47,000 

A computer tape containing personal information of 
wealthy bank clients and some employees was 
delivered to a secure off-site facility for storage but was 
later reported missing. 

Kaft Foods 3-Mar-08 20,000 

A company-owned laptop computer was stolen from an 
employee of Kraft Foods traveling on company business 
The laptop contained the names and may have 
contained Social Security numbers. 

Lincoln National 
Corporation (Lincoln 
Financial) 14-Jan-10 1,200,000 

Lincoln National Corp. (LNC) last week disclosed a 
security vulnerability in its portfolio information system 
that could have compromised the account data of 
approximately 1.2 million customers.  

Lincoln Financial Group, 
Lincoln National Life 
Insurance Company, Lincoln 
Life and Annuity Company 
of New York 23-Aug-11 91,763 

A programming error caused the names and Social 
Security numbers of current and former retirement 
plan enrollees to be accessible to unauthorized plan 
administrators.  

Luxottica Group, Things 
Remembered 26-Nov-08 59,419 

A routine check by the information technology 
department discovered that a hacker had been inside a 
computer mainframe and downloaded the personal 
information of former workers.  

Marriott International Inc. 28-Dec-05 206,000 

It is unclear whether backup computer tapes with 
credit card account information and Social Security 
numbers were lost or stolen from headquarters during 
November. Employees and time-share owners and 
customers were affected. 

Merrill Lynch 7-Aug-07 33,000 

A computer device apparently was stolen containing 
sensitive personal information, including Social Security 
numbers, about some 33,000 employees. 

MoneyGram International 12-Jan-07 79,000 

MoneyGram, a payment service provider, reported that 
a company server was unlawfully accessed over the 
Internet last month.  

CS Stars, subsidiary of 
insurance company Marsh 
Inc. 18-Jul-06 722,000 

On May 9, CS Stars lost track of a personal computer 
containing records of more than a half million New 
Yorkers who made claims to a special workers' comp 
fund.  

Marsh and Mercer 12-Jul-10 378,000 

The insurance broker and benefits consulting firm 
reported the loss of a backup tape during transport. 
The tape contained employee benefits information for 
companies that used Marsh and Mercer for 
consultation.  

First Trust Bank 1-Dec-05 100,000 

A man claiming to be a janitor bypassed security and 
stole a laptop from the bank. The laptop contained 
Social Security numbers and other personal information 
of current and former customers.  
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Neiman Marcus Group 25-Apr-07 160,000 

Computer equipment was stolen containing files with 
sensitive information including name, address, Social 
Security number, date of birth, period of employment 
and salary information of retailer Neiman Marcus  

Nelnet Inc., UPS 18-Jul-06 188,000 

A computer tape containing personal information of 
student loan customers and parents, mostly from 
Colorado, was lost when shipped via UPS.  

Boston Globe (The New 
York Times Company) and 
The Worcester Telegram & 
Gazette 31-Jan-06 240,000 

Recycled paper used in wrapping newspaper bundles 
for distribution turned out to contain credit and debit 
card information along with routing information for 
personal checks of subscribers. 

OfficeMax 9-Feb-06 200,000 

Debit card accounts and pin numbers from bank and 
credit union accounts nationwide (including CitiBank, 
BofA, WaMu, Wells Fargo) were exposed.  

Pfizer 11-Jun-07 17,000 

Installation of certain file sharing software on a Pfizer 
laptop, exposed files containing names, Social Security 
numbers, addresses and bonus information of present 
and former Pfizer colleagues.  

Pfizer 4-Sep-07 34,000 

A security breach may have disclosed employees' 
names, Social Security numbers, addresses, dates of 
birth, phone numbers, bank account numbers, credit 
card information, signatures and other personal 
information. 

REPEAT: Wachovia, Bank of 
America, PNC Financial 
Services Group and 
Commerce Bancorp 28-Apr-05 676,000 

Bank employees illegally sold account information to 
someone posing as a collection agency. Customers 
affected were notified and received one year of free 
credit monitoring services.  

Prudential Financial 30-Nov-07 44,023 

An employee who had authorized access to personal 
information was arrested and charged with stealing 
personal information and identity theft. The employee 
took client names, Social Security numbers, dates of 
birth, addresses and bank account information. 

RBS WorldPay 29-Dec-08 1,100,000 

RBS WorldPay belatedly admitted that hackers broke 
into their systems. In the US up to 1.1 million Social 
Security numbers were exposed as a result of the 
breach.  

Science Applications 
International Corp. (SAIC) 12-Feb-05 45,000 

On January 25 thieves broke into a SAIC facility and 
stole computers containing personal information of 
past and current employees.  

Science Applications 
International Corp. (SAIC) 20-Jul-07 867,000 

The Pentagon contractor may have compromised 
personal information. Information such as names, 
addresses, birth dates, Social Security numbers and 
health information. 

TRICARE Management 
Activity, Science 
Applications International 
Corporation (SAIC) 30-Sep-11 5,117,799 

The car theft of backup tapes resulted in the exposure 
of protected health information from patients of 
military hospitals and clinics.  

Starbucks Corp. 3-Nov-06 60,080 

Starbucks lost track of four laptop computers. Two held 
employee names, addresses, and Social Security 
numbers. Current and former U.S. employees and 
about 80 Canadian workers and contractors were 
affected. 
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Starbucks Corp. 24-Nov-08 97,000 

A laptop containing private information on employees 
was stolen. The information included names, addresses 
and Social Security numbers. 

Sony, PlayStation Network 
(PSN), Sony Online 
Entertainment (SOE) 27-Apr-11 12,000,000 

Sony discovered an external intrusion on PSN and its 
Qriocity music service around April 19. Sony placed an 
outage to block users from playing online games or 
accessing services like Netflix and Hulu Plus on Friday 
April 22.  

State Street Corp, Investors 
Financial Services 29-May-08 45,500 

Computer equipment containing personal information 
on customers and employees of a State Street unit was 
stolen. The computer equipment was stolen from a 
vendor hired by Investors Financial Services to provide 
legal  

AT&T via vendor that 
operates an order 
processing computer 29-Aug-06 19,000 

Computer hackers accessed credit card account data 
and other personal information of customers who 
purchased DSL equipment from AT&T's online store. 
The company is notifying fewer than 19,000 customers.  

Tenet Healthcare 
Corporation 14-Feb-08 37,000 

A ex-employee worked at a Frisco, Texas, billing center 
for less than two years, and is confirmed to have stolen 
the names, Social Security numbers and other personal 
information of about 90 patients.  

TJ stores 17-Jan-07 
100,000,00

0 

The TJX Companies Inc. experienced an unauthorized 
intrusion into its computer systems that process and 
store customer transactions including credit card, debit 
card, check, and merchandise return transactions. It 
discovered the intrusion mid-December 2000. 

T. Rowe Price Retirement 
Plan Services, CBIZ Benefits 
and Insurance Services Inc. 28-Jan-08 35,000 

Names and Social Security numbers of current and 
former participants in several hundred retirement plans 
were compromised when several computers were 
stolen.  

Time Warner, Iron 
Mountain Inc. 2-May-05 600,000 

Backup tapes containing the personal information of 
current and former employees from as far back as 1986 
was lost or stolen during shipping.  

Union Pacific 16-Jun-06 30,000 

On April 29th, an employee's laptop was stolen that 
contained data for current and former Union Pacific 
employees, including names, birth dates and Social 
Security numbers. 

vFinance Investments Inc. 5-Jun-07 29,000 

A database that contained customer information was 
accessed through the www.vfinance.com website by an 
unauthorized person.  

Wachovia, Bank of America, 
PNC Financial Services 
Group and Commerce 
Bancorp 28-Apr-05 676,000 

Bank employees illegally sold account information to 
someone posing as a collection agency.  

WellCare Health Plans Inc. 8-Apr-08 71,000 

Private records of members of health insurance 
programs for the poor or working poor were 
accidentally made available on the Internet for several 
days.  

WellPoint's Anthem Blue 
Cross Blue Shield 26-Jan-07 50,000 

Cassette tapes containing customer information were 
stolen from a lock box held by one of its vendors.  
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WellPoint's Empire Blue 
Cross and Blue Shield unit in 
NY 14-Mar-07 75,000 

An unencrypted disc containing patient's names, Social 
Security numbers, health plan identification numbers 
and description of medical services back to 2003 was 
lost en route to a subcontractor. 

WellPoint 8-Apr-08 128,000 

Personal information that may have included Social 
Security numbers and pharmacy or medical data for 
customers in several states was exposed online over 
the past year. 

Anthem Blue Cross, 
WellPoint 23-Jun-10 470,000 

More than 200,000 Anthem Blue Cross customers this 
week received letters informing them that their 
personal information might have been accessed during 
a security breach of the company's website.  

Wal-Mart Stores Inc. 28-Sep-07 48,686 

A Wal-Mart associate took confidential information 
relating to a group of associates. The former associate 
was not authorized to retain the information after 
ending his employment with Wal-Mart. Associate 
names, Social Security numbers, Wal-Mart job cod 

Western Union 17-Jul-07 20,000 

Credit card information and names were hacked from a 
database. The thieves got names, addresses, phone 
numbers and complete credit-card information. 

Network Solutions 24-Jul-09 573,000 

Hackers have broken into Web servers owned by 
domain registrar and hosting provider Network 
Solutions, planting rogue code that resulted in the 
compromise of more than 573,000 debit and credit 
card accounts over the  

Wyndham Hotels & Resorts 16-Feb-09 21,000 

In mid-September 2008, the company discovered that a 
sophisticated hacker penetrated the computer systems 
of one of the hotels. By going through the centralized 
network connection, the hacker was then able to access  

Wyndham Hotels & Resorts 28-Feb-10 500,000 

International hotel group Wyndham Hotels and Resorts 
(WHR) has suffered yet another serious data breach 
after hackers broke into its computer systems, stealing 
customer names and payment card information. 

 

  


