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In 2001, the Federal Trade Commission adopted a new approach to privacy, based on the 

consequences of information use and misuse.  Most notably, that approach led to the 

National Do Not Call Registry and a series of cases holding companies liable for their 

failure to take reasonable and appropriate steps to protect the security of sensitive 

commercial information.  Based initially on deception, when companies breached 

security promises in their privacy policies and elsewhere, subsequent cases alleged that 

security failures could also be challenged as unfair practices. 

 

Although the Commission has not abandoned the consequences-based approach to 

privacy entirely, and cannot, given the statutory constraints under which it operates, it has 

adopted a new ―privacy framework,‖ based on what the Commission views as ―best 

practices.‖  The framework urges ―privacy by design,‖ ―simplified choice,‖ and ―greater 

transparency.‖  The Commission Report recognizes that some of the practices it urges go 

―beyond existing legal requirements,‖ but provides little guidance on the contours of the 

practices it believes are subject to challenge under the FTC Act.   

 

This paper considers the kinds of privacy issues that are amenable to action under Section 

5 of the FTC Act.  Section I considers the role of consumer injury in the FTC Act, and 

discusses the kinds of privacy harms that are actionable.  It also considers the special 

problems of subjective preferences and the costs of potential mistakes.  Section II applies 

the discussion to some of the FTC‘s recent privacy cases. 

 

I. Privacy, Harm, and the FTC Act 

 

Prevention of injury to consumers is central to the mission of any consumer protection 

agency.  Whatever enforcement resources are available, there are plenty of fraudulent 

actors causing serious losses to consumers that should take priority over potential cases in 

which there is little or no consumer injury.   

 

A. Injury and the FTC Act 

 

The FTC‘s primary tool to address privacy issues is Section 5 of the FTC Act, which 

prohibits ―unfair or deceptive acts or practices.‖  Whether the theory is unfairness or 

deception, injury to consumers is a necessary element of a law violation.  As the 

Commission stated in its Unfairness Policy Statement, ―unjustified consumer injury is the 

primary focus of the FTC Act.‖
2
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To find a practice ―unfair,‖ the Commission must show that the practice causes 

substantial consumer injury, without offsetting benefits to consumers or competition, that 

consumers cannot reasonably avoid.  Although a small injury to a large number of 

consumers may constitute substantial injury, ―emotional impact and other more 

subjective types of harm … will not ordinarily make a practice unfair.‖
3
  This caveat 

about subjective injury is critical in the context of privacy issues, and is discussed in 

more detail below. 

 

An act or practice is deceptive if it is likely to mislead consumers, acting reasonably in 

the circumstances, about a material issue.  As the Commission noted in one case, 

―unfairness is the set of general principles of which deception is a particularly well-

established and streamlined subset.‖
4
   

 

Although injury is not explicitly an element of deception, it is nonetheless present in the 

requirement that the claim be material – i.e., ―one which is likely to affect a consumer‘s 

choice of or conduct regarding‖ the product or service.
5
  Thus, materiality requires that 

different (and accurate) information would likely influence consumer choices, thereby 

limiting the Commission‘s attention to information that is likely to matter in the market.  

If consumers would have made a different choice in the absence of the deceptive practice, 

they are injured in an economic sense, because they lose the perceived benefits of the 

choice they would have made instead.  As the Deception Policy Statement notes, "In 

evaluating materiality, the Commission takes consumer preferences as given."
6
 

 

B. Privacy Harms 

 

Some breaches of privacy involve real and concrete harms.  Location information in the 

wrong hands can lead to stalking of a consumer and actual physical injury.  Similarly, 

children who provide contact information to a ―friend‖ on line may become victims of 

abuse.    

 

Privacy violations may also lead to economic injury.  Compromised information may be 

used for identity thefts, for example, acquiring new loans or other accounts in someone 

else‘s name.  Inaccurate or incomplete information may be used to deny credit, insurance, 

or employments, or to set less favorable terms for the consumer than would otherwise be 

the case.   

 

Simple annoyance can also constitute a privacy harm, as was the case with telemarketing 

calls before the advent of the Do Not Call registry.  The harm to each individual is small, 

but the aggregate harm is substantial. 

 

Harms are also actionable even if they are difficult to monetize directly.  Damage to a 

reputation or intrusion into private places are not concrete harms in the same sense as the 
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risk of physical or economic injury, but they are real harms nonetheless, widely 

recognized in tort law.
7
  From the beginning, an approach to privacy based on harm 

addressed such harms.  Indeed, the Commission‘s first information security case was 

against Eli Lilly for inadvertent disclosure of sensitive information:  the email addresses 

of a group of Prozac users.
8
  Such information is sensitive because of the risk of damage 

to reputations.  Similarly, an early case challenged the practice of email ―spoofing‖ – 

falsifying the return address in spam email – as unfair.  The bulk emails used deceptive 

subject lines to induce consumers to open sexually explicit solicitations to visit adult web 

sites.  As part of the injury to consumers, the complaint cited the reputational harm to 

parties whose addresses were spoofed from being associated with spamming.
9
 

 

Other types of potential ―harms‖ are more subjective in nature, in the sense that only the 

consumer whose preferences are at issue can determine the importance of the preference.  

Often, such preferences concern how a product or service is produced, rather than the 

characteristics of the final product.  Many consumers, for example, have preferences for 

products that are kosher.  Others may prefer products that are ―made in USA‖ or union 

made, or free range chickens, or locally grown produce.  Although we can determine 

objectively whether such a claim is accurate, its importance, and hence the magnitude of 

any injury, depends entirely on the preferences of the consumer.  There is no reason to 

doubt that misrepresentations about such claims are actionable under the FTC Act.  

Indeed, as one early Supreme Court case noted, ―The consumer is prejudiced if upon 

giving an order for one thing, he is supplied with something else.  In such matters, the 

public is entitled to get what it chooses, though the choice may be dictated by caprice or 

by fashion or perhaps by ignorance.‖
10

  Misrepresentations will misdirect consumer 

choices, and reduce consumer welfare as consumers see it. 

 

For the Commission to protect subjective preferences, however, they must be preferences 

that are actually reflected in marketplace behavior.  Subjective preferences can only be 

known from consumer behavior in the marketplace.  They cannot be sensibly inferred 

from survey results where consumers can express a preference without confronting the 

costs of satisfying it.  Precisely because they are subjective, we cannot infer that, because 

some, many, or even most consumers care about a particular attribute, the attribute is 

worth the costs to others.   

 

Privacy is one area where such subjective preferences are important.  As the FTC‘s 

preliminary report noted in 2010, ―for some consumers, the actual range of privacy-

related harms is much wider and includes … the fear of being monitored or simply 

having private information ‗out there.‘‖
11

   Consumers may also feel harmed when 
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information is used ―in a manner that is contrary to their expectations,‖ and may have 

―discomfort with the tracking of the online searches and browsing.‖
12

   

 

No doubt, there are consumers with such preferences.  As with other subjective 

preferences, the Commission should protect them when they are manifested in the 

market.  If a company promises ―no information sharing,‖ or no tracking, or kosher, it 

had better deliver.  That was the lesson of Gateway Learning, where the Commission 

challenged a retroactive, unilateral change in the company‘s privacy policy to allow 

information sharing without any direct inquiry about the consequences.  Consumers had 

been promised one product characteristic, about which they might reasonably care, and 

were now being offered another.
13

  Because consumers made a choice based on the 

promises made, the company cannot unilaterally change the deal. 

 

Critical to protecting subjective preferences, however, is the notion that consumers have 

made a choice based on the promise that a provider will deliver.  At least some of the 

Gateway Learning customers who purchased from the company likely did so in reliance 

on the promise that the company would not sell information to third parties.  If companies 

are free to change such promises, the subjective preferences of consumers who do not 

want information about them sold cannot be satisfied. 

 

It is another thing altogether, however, to argue that because some consumers have a 

subjective preference, the Commission should require all sellers to satisfy that 

preference.  That argument is simply wrong.  Assuring the accuracy of claims that a 

product is kosher enhances consumer sovereignty – it lets consumers choose what matters 

to them and what does not.  Consumers who believe keeping kosher is important can do 

so, but the must face the cost of paying attention and finding a seller who promises to 

provide kosher products.  Consumers who think kosher is irrelevant are not burdened in 

any way.   

 

Requiring all sellers to offer kosher products – or even to disclose that their products are 

not kosher – is another matter altogether.  Such a policy imposes the costs of the 

admittedly real preferences of some on many who do not share them.  The FTC Act, 

however, is about preserving consumer sovereignty, not about substituting the 

preferences of the Commissioners for those of consumers, or imposing the preferences of 

one group of consumers on another.  The fact that a particular product characteristic, 

whether related to privacy or religious preference, is important to me is a very good 

reason for protecting affirmative claims about that characteristic.  It is a very bad reason 

for imposing that preference on everyone else. 

 

Divergences between expressed interest in a particular attribute or reports of its 

importance frequently differ significantly from actual choices in the marketplace.  In 

2008, for example, 63 percent of California voters approved a proposition prohibiting the 

sale of eggs unless the chickens were kept in a non-cage system, effective in 2015.  A 
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study of actual willingness to pay as reflected in market behavior, however, found that 

only 20.6 percent of California households would be willing to purchase cage-free eggs at 

average 2007-2008 prices.
14

  Similarly, a study of Danish consumers‘ interest in 

―organic‖ products found far more claimed willingness to pay more for organic than was 

revealed in actual behavior.  For ―minced beef,‖ 41 percent of consumers expressed a 

willingness to pay more for organic products; only 6 percent did.  For rye bread, 51 

percent said they were willing to pay, but only 35 percent did.  For potatoes, 48 percent 

said they were willing, but only 14 percent actually purchased organic potatoes.  Only for 

milk were the claimed and actual percentages close (59 percent and 55 percent 

respectively).
15

 

 

Differences between stated preferences and actual market behavior may reflect the fact 

that costs of satisfying a preference in the market are real, rather than hypothetical.  Eggs 

from uncaged chickens or organic products may sound attractive, and respondents may 

even express a willingness to pay more for those characteristics.  Confronted with the 

actual costs of subjective preferences, however, consumers may decide that the 

preference is simply not worth it.  As with any other product characteristic, this actual 

preference revealed in the marketplace is the true measure of the value of the 

characteristic. 

 

The differences between surveys and market choices may also reflect the particulars of 

survey design.  Experimental studies find that hypothetical questions about willingness to 

pay yield values that are two to twenty percent greater than the values that result from 

experiments in which participants have real economic incentives to make decisions that 

maximize their perceived benefits.
16

  In any event, it seems clear that the differences 

between stated and actual willingness to pay are in fact significant, and policies that rely 

on surveys that only find many consumers are ―concerned‖ about an attribute or 

―interested‖ in it are unlikely to reflect actual consumer preferences.  If consumer 

preferences are to guide market decisions, they must be real preferences that consumers 

are actually willing to pay for. 

 

The nature of subjective preferences means that an unfairness analysis is particularly 

inappropriate.  Because different consumers have different preferences, there is no 

common answer to the question of whether the benefits are worth the costs – for some 

consumers they are, but for others they are not.  Moreover, as discussed above, the 

answer for a particular consumer may depend on whether the choice is real or 

hypothetical.  Determining that a practice is unfair because of some alleged violation of 

subjective preferences would amount to imposing the preferences of some on others who 
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do not share them, violating the very consumer sovereignty that Section 5 is supposed to 

protect.  The Commission‘s Unfairness Policy Statement was therefore wise in ruling out 

use of unfairness to address subjective harms. 

Subjective preferences fail under an unfairness analysis for another reason as well:  

consumers can reasonably avoid any injury by making different choices.  Absent some 

market impediment, if consumers value a product characteristic such as ―organically 

grown‖ or ―free range chicken‖ enough to cover the costs of providing the characteristic, 

sellers are more than happy to provide products that satisfy those preferences.  There is 

no need for a disclosure that a product is not kosher or not organically grown, because 

sellers who offer products with the desired characteristic have every incentive to tell 

people about it, and do so.  If there is no product that satisfies a particular preference, it is 

most likely because consumers do not value the characteristic enough to pay for the costs 

of producing it.  

 

At most, an unfairness theory based on subjective preferences might justify a disclosure 

requirement that would inform consumers about the presence or absence of the 

characteristic.  The Commission has long recognized a distinction between omissions of 

material information that are deceptive, and ―pure‖ omissions that are not actionable on a 

deception theory.  An omission of material information is deceptive if the information is 

necessary to correct a misimpression that the message, in the absence of the disclosure, 

would otherwise convey.  That is, the omitted information must be information that is 

material in light of the representations made.  In the absence of representations that create 

the need for the information, the failure to disclose the information is not deceptive. 

 

 By contrast, pure omissions arise when a seller is silent ―in circumstances that do 

not give any particular meaning to his silence.‖
17

  The variety of information that might 

be considered material by some significant number of consumers is virtually limitless 

(ranging from the conditions under which a product was produced, to the working 

conditions of employees in other countries).  Because it is not possible to disclose all 

information that might be of interest to particular consumers, a more nuanced screen to 

determine whether disclosure is necessary is required.  The Commission‘s unfairness 

analysis provides that screen, and in International Harvester, the Commission held that 

pure omissions must be analyzed under an unfairness theory, not deception.
18

    

 

Considering the benefits and costs of a disclosure requirement, however, runs into the 

same fundamental problem discussed above.  The disclosure has essentially no value to 

the consumers who do not care about the attribute at issue.  To pass the benefit-cost test 

of unfairness, therefore, the value of the information to those who value the characteristic 

must outweigh the costs of providing the information.  If it did, however, sellers would 

have every incentive to provide both the information and the attribute.  That is precisely 

what happens with kosher or organic products – some sellers produce such products and 

willingly reveal that fact to consumers, who are willing to pay for both the information 
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and the product characteristic.  Thus, at least in general, a disclosure requirement will fail 

the benefit cost test unless the information is voluntarily provided, in which case the 

requirement is unnecessary. 

 

Finally, it is worth noting that remaining anonymous online is not particularly difficult, as 

anyone who has been involved in trying to track down various internet miscreants knows.  

Some privacy-enhancing choices are as simple as changing a browser setting, or choosing 

to browse ―in private,‖ or choosing a browser with more protective defaults.  More 

elaborate anonymizing software such as the Tor project is freely available.  No doubt, if 

anonymity becomes even cheaper and easier to select, more consumers will select it, as 

they will with any other good or service.  There is, however, no evidence of any ―market 

failure‖ here, although there is some cost of paying attention and spending the time to 

satisfy a preference.  Some simply wish the costs were lower.  Without more, the mere 

fact that usage of such tools is relatively low is not evidence of a problem.   Rather, it is 

likely evidence that many consumers are sufficiently unconcerned about the lack of 

privacy in browsing that they are unwilling to incur any costs to avoid the problem.   

 

C. Subjective Preferences and Choice 

 

When subjective preferences are important, as discussed above, markets will not reflect 

preferences efficiently unless those who hold them reveal whether the preferences are 

worth the costs.  With privacy preferences, the most important cost may well be the cost 

of considering the issue at all.  Default rules therefore matter.
19

  One study estimates that 

the opportunity cost of simply reading online privacy policies, let alone considering their 

implications and the optimal decision, would be $781 billion.
20

  When the total online 

advertising market was $17 billion in the first half of 2012,
21

 these costs are grossly 

disproportionate to any potential benefit.  To be sure, regulators could command 

companies to invest in making privacy policies ―more transparent,‖ and thereby reduce 

the costs.  Even if simplified disclosures reduced costs to a tenth of current costs – a 

wildly optimistic estimate of what is possible – the costs of acquiring information would 

remain grossly disproportionate to the potential benefits.   

 

For most consumers, the stakes in considering commercial privacy issues are small, and 

not worth the time and attention that would be required to make careful decisions about 

the optimal choice.  The default rule is therefore likely to dominate choices.  If the default 
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is no sharing, most consumers will end up not sharing.  If the default is sharing, however, 

most consumers will share.  Numerous experiments find essentially this result.
22

 

 

Decision making costs are not necessarily a significant impediment for those who are 

concerned about privacy, however.  Consumers who think that protecting any of the 

subjective privacy values discussed above is important are more likely to be willing to 

incur the costs of seeking information and making a decision.  Thus, experiments have 

found that among consumers who are more concerned about privacy, there is no 

difference in participation whether the default rule is opt in or opt out.
23

  Among 

consumers who were less concerned about privacy, the default rule mattered, but among 

those who were concerned, it did not. 

 

Thus, opt out is a preferable default rule, because it avoids imposing costs on consumers 

who do not think the issue is worth the costs of making a decision.  Consumers who 

actually have a preference for more subjective aspects of privacy can satisfy that 

preference, but without shifting costs to those who do not. 

 

 D.  The Costs of Mistakes 

 

The modern information economy is built on data collection and analysis.  The 

commercial use of information contributes to reducing the incidence of credit card fraud, 

democratizing the availability of consumer credit, and creating fraud detection tools to 

reduce the risk of identity theft.
24

  It is essential not only for the basic functioning of the 

Internet, but also in creating value for consumers by supporting advertising, which 

underwrites the cost of content and services. Data collection and analysis allow tailoring 

both commercial and non-commercial information to meet consumers‘ specific 

preferences, and facilitates innovation by new and existing suppliers.  Consumer data and 

feedback also enables the increased customization and personalization of online 

experiences and offerings for consumers, which is helping to fuel growth in broadband 

usage and e-commerce. 

 

With data-dependent products and services, it is risky to let artificial distinctions get in 

the way of efficient market organization.  If a use of information by a ―first party‖ is a 

useful practice that benefits consumers, it does not become any less useful, or any more 

of a risk to privacy, because the most efficient way to produce those benefits is to share 

the information with a ―third party‖ who actually does the analysis.  A focus on 
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available at 
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Consequences:  Protecting Privacy in Commercial Information,‖ 75 University of Chicago Law Review 
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information sharing, rather than information uses, risks creating entirely artificial barriers 

to innovation that will ill serve consumers in a market environment as dynamic as the 

internet.   

 

In advertising regulation, the FTC has long held that the amount of evidence an advertiser 

must have to support a particular claim depends on the costs of two different mistakes:  

mistakenly prohibiting truthful claims creates costs for consumers, as does mistakenly 

allowing false claims.  The amount of evidence necessary depends on balancing the costs 

of the two different mistakes, seeking to avoid the more serious mistake.  Requiring more 

evidence reduces the risk of mistakenly allowing false claims, but it increases the risk of 

mistakenly prohibiting truthful information that would be useful to consumers.
25

 

  

The principle is just as applicable to privacy regulation.  Regulation or enforcement that 

is too stringent may reduce the risk of the particular privacy harms to which it is 

addressed, but it increases the risk of precluding innovations that would make everyone‘s 

life better.  Too little enforcement may facilitate innovation, but it also increases the risk 

of real and concrete privacy harms. 

 

The question is one of balance, and should be asked about every potential privacy 

enforcement action.  Is the more serious error failing to regulate, or is overly burdensome 

regulation the greater risk?   

 

The Commission can reduce the risks of overregulation by focusing on real and 

identifiable harms.  That is a proper role for consumer protection in general, and privacy 

regulation is no different.  Regulation to prevent hypothetical problems, however, poses 

greater risks that the next big innovation will be precluded.   

 

II. The FTC‘s Recent Privacy Cases 

 

Many of the FTC‘s recent privacy cases have represented sound applications of the basic 

principles of FTC law and the principles discussed above.  Some recent cases, however, 

have stretched established doctrine in pernicious ways, or appear to be based on a 

misunderstanding of the harms that the Commission is seeking to prevent.  This section 

considers a number of the recent cases. 

 

A.  Wyndham Worldwide Corporation
26

 

 

The Wyndham case at first appears to be a straightforward information security case.  

The Commission‘s approach to information security is well established in a long series of 

consent agreements, but Wyndham is the first case to enter litigation.  Moreover, the case 

was filed in federal district court, and, as it always does in district court cases, the 

                                                           
25

 For a detailed analysis of the advertising substantiation requirement, see Howard Beales, Timothy Muris, 
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No. 12-49, May 2012), available at  http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2087776. 
26

 FTC v. Wyndham Worldwide Corp., Case No. 2:12-cv-01365-SPL (D. Ariz., filed Jun. 26, 2012), 

available at http://www.ftc.gov/os/caselist/1023142/index.shtm. 
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Commission‘s complaint preserves its ability to seek redress for consumer injuries or 

disgorgement of ill-gotten gains.  To date, the vast majority of the FTC‘s information 

security cases have been structured as settlements to resolve administrative 

proceedings,
27

 generally without financial sanctions.
28

  Thus, Wyndham is the first 

information security case that will be at least partially litigated, the first such case based 

entirely on Section 5 violations filed in federal district court, and the first to seek 

financial sanctions where only Section 5 violations are at issue.   

 

In the past, the Commission has generally used the administrative enforcement process to 

extend existing legal requirements.  With an administrative complaint, the case is heard 

first by an Administrative Law Judge, either the respondent or the FTC staff can appeal 

the ALJ‘s decision to the full Commission, and the respondent can appeal the 

Commission‘s decision to the circuit court of its choosing.  Although sometimes slower, 

the administrative process enables the Commission to write the first opinion addressing 

the legality of a particular practice under Section 5.  For example, the Commission 

challenged allegedly false claims for electronic abs belts in federal district court, because 

the essence of the allegations was that the products were fraudulent.
29

  It filed an 

administrative complaint against Telebrands, however, because the case appeared to 

involve novel interpretations of the advertising in light of consumers‘ preexisting beliefs 

about the product.
30

  Because there are no litigated information security cases, the 

traditional approach would have been to file an administrative complaint, allowing the 

Commission to write an opinion that elucidated the legal basis for its information security 

cases, which would then be subject to review at the circuit court level (with considerable 

deference to the Commission‘s interpretation of its statutory authority).  Instead, the 

Commission in the Wyndham matter opted to let a district court judge issue the first 

decision addressing the application of Section 5 to information security problems. 

 

The Wyndham complaint alleges both deceptive practices and unfair practices.  The 

deception count, however, is unusual, in that it relies on statements that appear only in the 

privacy policy.  Many prior cases have cited the privacy policy for particular claims, but 

                                                           
27

 One potentially significant difference between administrative and district court proceedings is the 

duration of an order entered to resolve the matter.  By Commission policy, administrative orders sunset 20 

years after the entry of the order or the last action to enforce the order, whichever period is longer.  District 
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covering security breaches, such as audit requirements, expire after 20 years.  In a district court order, 

however, the normal Commission practice is that such affirmative requirements would persist forever. 
28

 The exceptions are cases such as ChoicePoint, where the complaint alleges are both Section 5 violations 

and statutory violations (in ChoicePoint, Fair Credit Reporting Act violations) that authorize the 

Commission to seek civil penalties.  See Complaint at 1, 7-11, United States v. ChoicePoint, Inc., No. 1:06-

cv-00198-GET (N.D. Ga. Jan. 30, 2006), available at 

http://www.ftc.gov/os/caselist/choicepoint/0523069complaint.pdf.   
29

 See e.g. FTC v. Elec. Prods. Distribution, L.L.C., et al. (S.D. Cal. May 8, 2002), available at 

http://www.ftc.gov/os/2002/05/energizercmp.pdf. 
30

 See Complaint, Telebrands Corp, et. al, No. 9313 (Sept. 30, 2003), available at 

http://www.ftc.gov/os/2003/10/telebrandcomp.pdf.  Much of the advertising addressed in the complaint 

stated that the Telebrands product did what other advertiser products did for a much lower price.  After a 

full trial, there were clear instances of Telebrands making affirmative claims for its products without 

reference to claims that other products had made.  See  Telebrands Corp., et. al, No. 9313 (Sept. 19, 2005), 

available at http://www.ftc.gov/os/adjpro/d9313/050923opinion.pdf. 
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frequently the claims have appeared in other marketing materials as well.  In Wyndham, 

however, there is no indication in the complaint that privacy or security promises are 

made anywhere other than in the privacy policy itself.  Moreover, the complaint simply 

ignores other portions of the privacy policy that expressly disavow its applicability to 

franchisees, who are not under Wyndham‘s control, and seeks to hold Wyndham liable 

for security breaches at franchised hotels.
31

   

 

In the context of marketing communications, it is well established that fine print 

disclosures are not necessarily adequate to correct an otherwise deceptive claim.
32

  In an 

advertisement, for example, consumers are unlikely to read every word with great care or 

follow every asterisk or cross reference in detail.  Important information must be 

disclosed ―clearly and conspicuously.‖ Marketing claims based on a privacy policy 

should be held to the same standard.  But when the only claim is based on the privacy 

policy itself, a different standard should apply.  

 

A privacy policy is not primarily a marketing communication.  Indeed, the low rates of 

readership of privacy policies suggests that they actually have very little to do with 

marketing;
33

 companies do not ordinarily expend significant resources on marketing 

materials that they know very few will ever see.  Instead, a privacy policy is much more 

akin to a contract, defining the business‘s obligations to the consumer.  This contract 

notion is what lies behind the principle that the seller cannot unilaterally, retroactively 

modify its policies without the consumer‘s express informed consent.
34

  The requirement 

for subsequent consent is obvious in the context of a contract, but everywhere else in 

deception jurisprudence, the consumer ―consents‖ when they purchase the product. 

 

By its nature, a contract must be read as a whole.  It includes clauses granting certain 

rights or imposing certain obligations, and other clauses limiting those rights or 

                                                           
31

 Wyndham‘s privacy policy includes a section headlined ―Our Franchisees‖ that provides:   

Each Brand hotel is owned and operated by an independent Franchisee that is neither 

owned nor controlled by us or our affiliates. Each Franchisee collects Customer 

Information and uses the Information for its own purposes. We do not control the use of 

this Information or access to the Information by the Franchisee and its associates. The 

Franchisee is the merchant who collects and processes credit card information and 

receives payment for the hotel services. The Franchisee is subject to the merchant rules of 

the credit card processors it selects, which establish its card security rules and procedures. 

This policy does not apply to a Franchisee's Web site.  

Wyndham Privacy Policy, available at http://www.wyndham.com/terms-policy/privacy-policy#franchisees.  

The Commission‘s expansive approach to third party liability, reflected in the Wyndham complaint, is 

beyond the scope of this paper. 
32

 Deception Policy Statement, supra note 4, at n. 33-35. 
33

 There is little evidence that consumers actually click on privacy policies, let alone read them. In a survey 

by the Privacy Leadership Initiative, a group of corporate and trade association executives, only 3 percent 

of consumers read websites‘ privacy policies carefully, and 64 percent only glanced at—or never read—

websites‘ privacy policies. Privacy Leadership Initiative (PLI), Privacy Notices Research: Final Results 

(Study No. 15338, Dec. 2001), available at 

http://www.ftc.gov/bcp/workshops/glb/supporting/harris%20results.pdf. 
34

 See Complaint at 3-5, Gateway Learning Corp., No. 0423047 (Jun. 7, 2004), available at 

http://www.ftc.gov/os/caselist/0423047/040707cmp0423047.pdf.  See also Orkin Exterminating Co., Inc., 

108 F.T.C. 263 (1986); aff,d., FTC v. Orkin, 849 F.2d 1354 (11th Cir. 1988). 

http://www.wyndham.com/terms-policy/privacy-policy#franchisees
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obligations.  Virtually no contract is coherent if it is read one provision at a time.  In 

contrast, the Commission‘s approach in Wyndham is to choose certain contract 

provisions that it wants to apply, while ignoring other limiting terms.  This approach 

allows the decision maker, rather than the parties to the contract, to choose the terms that 

govern the transaction, an approach that is completely antithetical to contract law. 

 

The unfairness theory in the complaint does not fare much better.  The clear benefits of 

franchising have spawned a substantial economic literature addressing the economic 

advantages of this form of organizing economic activity, which seeks to assign 

responsibilities and rewards to better align the incentives of participants in the common 

enterprise of delivering the product or service.
35

  If, as the FTC Act requires, offsetting 

benefits to consumers or competition are essential elements of a finding of unfairness, 

one would expect a complaint alleging an unfairness violation to address these offsetting 

benefits.  The Wyndham complaint simply ignores them.   

 

The Wyndham complaint reflects FTC overreaching on several different dimensions.  

The Commission is overreaching in its implicit assertion that only some contract 

provisions actually apply.   It is overreaching in going to federal district court, and 

seeking financial remedies, for what is essentially a case of first impression.  The 

Commission has staked a long standing, important, and effective enforcement initiative 

on the courts‘ evaluation of the strengths of its lawyers‘ briefs, rather than relying on the 

strength of its own conclusions about the applicability of Section 5 of the FTC Act.  

Judges owe considerable deference to Commission opinions about the meaning of 

Section 5, but they owe no deference to the opinions of the Commission‘s litigating 

attorneys. 

 

B.  Designerware et al.
36

 

 

A recent series of cases reflects considerable confusion about the nature of consumer 

injury, as well as appropriate remedies.  The cases alleged Section 5 violations by 

software provider Designerware, as well as a number of rent-to-own stores that are users 

of the software. 

 

Designerware software is licensed to rent-to-own companies that rent furniture and 

consumer electronics, including personal computers.  In the typical RTO transaction, the 

consumer can continue payments and eventually become the owner of the item, or 

discontinue the rental at any time without further obligation.  One study found that the 

customer skipped with the merchandise in roughly 8 percent of transactions; in just over 

                                                           
35

 See, e.g., Francine Lafontaine, Contractual arrangements as signaling devices: evidence from 

franchising, 9 J.L. ECON. & ORG. 256 (1993); Paul Rubin, The Theory of the Firm and the Structure of the 

Franchise Contract, 21 J.L. & ECON. 223 (1978). 
36

 Complaint, Designerware, LLC, et. al., No. 1123151 (Sept. 25, 2012), available at 

http://www.ftc.gov/os/caselist/1123151/designerware/120925designerwarecmpt.pdf; see also FTC Halts 

Computer Spying, http://www.ftc.gov/opa/2012/09/designware.shtm (Sept. 25, 2012). 
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12 percent of transactions, the merchandise was returned because of collection 

problems.
37

 

 

Installed on rental computers, Designerware‘s PC Rental Agent software has four key 

features.  First, it can disable a computer remotely if the consumer stops payment or 

violates the rental agreement.  Second, if the computer has a wireless card installed, it 

automatically logs any WiFi hotspots that the card sees.  When cross-referenced to the 

physical location of the hotspots, this information ―can frequently pinpoint a computer‘s 

location to a single building.‖  Whenever the computer is connected to the Internet, it 

reports this information to Designerware‘s servers every two hours.   

 

Third, and most controversial, the software includes a ―Detective Mode.‖  In detective 

mode, the software captures key strokes, can take screen shots, and can take photographs 

through the webcam in the computer.  In detective mode, the software captures and 

transmits data every two minutes for an hour, but the licensee can then prompt the 

software to continue recording data indefinitely.   

 

Designerware recommends that its licensees disclose the presence of the PC Rental 

Agent, but not to disclose the detective mode.
38

  It also recommends that licensees only 

activate Detective Mode, and only use location tracking, if the computer is lost or stolen, 

but there is no contractual requirement to follow these recommendations.  According to 

the complaint, Designerware ―asserts that a consumer who is late in making lease 

payments has ‗stolen‘ the computer.‖  Only one person at each licensee can authorize 

either location tracking or Detective Mode. 

 

Finally, licensees have the option of causing the computer to display a fake software 

registration window that seeks the user‘s name, address, and phone number.  According 

to the complaint, consumers cannot close the window until they fill in the required fields. 

The complaint charges that, because the popup windows appear to be ―notices from 

trusted software providers,‖ this practice is deceptive.  There is little reason, however, to 

think the ―trusted software provider‖ claim is material to anyone.  There may be an 

attempt to ―trick‖ the consumer into providing the information, but if the user cannot 

close the window or continue using the computer until the boxes are filled in, it hardly 

matters what software is allegedly being registered.  A ―registration window‖ for PC 

Rental Agent would presumably work as well. 

  

The complaint alleges that installing the monitoring software (i.e., Detective Mode) is an 

unfair practice, and the consent order prohibits monitoring software entirely.  As 

discussed above, there is no question that the intrusion inherent in the Detective Mode, 

particularly the use of the computer‘s camera, is an actionable injury.  There is no 

allegation that the software was used for any purpose other than collection efforts, 

                                                           
37

 Howard Beales, Jeffery A. Eisenach, and Robert E. Litan, Consumer Welfare Implications of Regulating 

Rent-to-Own Transactions (Working Paper, May 2012), available at 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2060984.    
38

 An interesting question on which the complaint is silent is whether, and how, the software is deactivated 

if the renter becomes the owner of the computer through the rent-to-own agreement. 
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however.  In this context, the allegations that screen captures create other harms ―from 

the exposure of personal, financial account access, and medical information to strangers‖ 

is strained.  There is no allegation of exposure to ―strangers‖ in any instance, other than 

the employees of the rent-to-own store who are trying to collect a legitimate debt, and no 

allegation that such information was ever misused.   

 

The complaint dismisses any offsetting benefits from collection, alleging that ―in this 

context, where rent-to-own stores have alternate effective methods of collection, 

including, e.g., using PC Rental Agent to remotely disable the computer, there are not 

legitimate benefits to respondents or to the public.‖  This analysis seems far too cavalier.  

The consumer who is behind in the payments for a rented computer that has suddenly 

become a paperweight may or may not return it to the store.  Additional efforts to collect, 

and to recover the computer, are likely necessary in many such cases.  The offsetting 

benefits seem particularly likely to outweigh any consumer injury in the case of the 

geophysical tracking software (and in the popup registration windows) which can enable 

the owner to recover the merchandise.  In an industry where one in five transactions ends 

up with the consumer skipping with the goods or in collection, these benefits are not 

trivial. 

 

The complaint alleges that installing the geophysical location tracking software without 

consent, and tracking without notice to the users, are unfair practices.  Why this might be 

the case is totally unclear from the complaint.  The paragraphs describing the tracking 

software practices allege only that the consumer does not know.  They articulate no harm 

of any kind that flows from this lack of knowledge (or from the tracking itself).  The 

harms articulated in the separate paragraph on substantial injury are entirely attributable 

to the monitoring software, not to geophysical location tracking.  Moreover, it is at least 

odd to worry about location tracking from software that only reports location at two hour 

intervals, and only when connected to the internet, in a world where most people carry a 

cell phone that reports their location (within the meaning of the consent order) 

continuously.   

 

The consent order is also somewhat schizophrenic about location tracking software.  It 

requires ―affirmative express consent‖ before installation, defined as ―an equally clear 

and prominent choice to either agree or not agree‖ with neither option selected as a 

default.  It also provides, however, that a company can refuse to rent to anyone who 

declines installation of the software, which would essentially make the unchecked box 

meaningless.  Thus, the order offers the illusion of choice, but no actual choice.  It also 

requires notice to the user ―prior to each use‖ of the tracking technology, which must 

include five identified items of information (including how to contact ―someone‖ for 

more information).  It is not clear what constitutes an instance of ―use.‖  Surely it cannot 

mean each time the computer reports its location; that would result in a more or less 

continuous notice for a computer connected to a WiFi network.  At a minimum, it 

requires a separate notice window each time the computer is booted.  That, indeed, is the 

likely outcome, because the order also requires an icon to appear in a location ―such as on 

the desktop and in the desktop system tray‖ whenever the software is running; clicking on 

the icon will provide the same information as the separate notice.  Thus, the 
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straightforward way to comply with the notice requirement is to provide notice at startup, 

and run the tracking software continuously.  To avoid the unspecified ―harm‖ of having 

location reported every two hours, the computer‘s location will be tracked continuously.  

If there is a problem in the first place, the order would appear to make it worse, not 

better. 

 

III.  Conclusion 

 

Privacy enforcement under the FTC Act should focus on preventing consumer injury.  As 

the Commission has long recognized, preventing justified consumer injury is the primary 

focus of Section 5, and privacy harms are no different.  ―Harm,‖ however, is not limited 

to obvious economic or physical damages.  As in tort law, it also includes more difficult 

to quantify forms of harm such as damages to a person‘s reputation or unwarranted 

intrusion.   

 

Subjective preferences, such as the undoubtedly real preference of some consumers to 

avoid tracking or to avoid having ―their‖ private information ―out there,‖ pose special 

problems.  When sellers promise to satisfy such preferences, but do not do so, the 

Commission can and should act.  Absent a misrepresentation, however, there is no basis 

for the Commission to conclude that a practice involving these preferences passes the 

cost benefit test that is the essence of the unfairness doctrine.  In the nature of subjective 

preferences, for some consumers benefits may exceed costs; for others, they do not.  

Using unfairness to regulate in such cases essentially leaves it up to the Commission to 

choose whose preferences are more important – and there is no basis for doing so.  Thus, 

the Unfairness Policy Statement was quite clear that subjective forms of injury would not 

be the basis for a finding of substantial injury.  Instead, the Commission should confine 

itself to assuring that sellers honor the privacy promises they make.   

 

Two recent cases reveal problems in the Commission‘s approach to privacy under 

Section 5.  In the Wyndham case, the complaint essentially reads a contract as if it were 

an advertisement, simply ignoring certain terms in the privacy policy that limit its 

applicability.  There is no basis for doing so.  In the Designerware cases, the failure to 

articulate a clear harm from the collection of geophysical location data on rented 

computers led to an order that will likely lead to a worse outcome for consumers, even 

judged by the Commission‘s own objectives.  A case based on the notion that certain 

location tracking is inappropriate will likely lead to more tracking, not less. 

 

 

 

 

 

 


